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CHAPTER 16 - EPA | NTERNAL ELECTRONI C SI GNATURES POLI CY

1. PURPOSE. This policy establishes the criteria for the use
and validity of electronic signatures associated with
internal electronic transactions within the Environnental
Protection Agency. They are intended to ensure that, as
Agency prograns inplement this technology, they do so in a
manner that is both consistent across the Agency and
conpatible wwth the practices of other governnent agencies
and nmenbers of the regulated community. A uniform approach
encour ages cost effectiveness and potential for future
connectivity and integration of enterprise-w de electronic
processi ng applications.

2. SCOPE AND APPLICABILITY. This policy applies to any
el ectronic transaction originated by any enpl oyee,
contractor, or grantee working for any EPA organizati onal
unit that involves providing approval, authorization, or
certification, via the use of electronic signature, for
actions or data.

a. This policy specifically applies to any such el ectronic
transaction that:

(1) |Is being inplenented as a repl acenent for (or
conpl enent to) a paper formor docunent originated by
an enpl oyee, contractor, or grantee of an EPA
organi zati onal unit;

(2) Involves the use of Agency enterprise-w de data
processi ng, data storage and data communi cati ons
facilities;

(3) Replaces (or conplenents) docunents or fornms that
require originator signature certification; or

(4) Involves, or inplies, procurenents, financial

comm tnents, obligations, certification of tine and
attendance, or disbursenents.
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b. An el ectronic signature solution should not be
consi dered when a requirenents analysis indicates there
is no clearly defined cost or productivity advantage to
be gained fromthe application. |If the requirenents
anal ysis denonstrates a clear need for encrypted
signatures, then the application wll conformto
standards cited in applicable Federal Information
Processi ng Standards (FIPS) and Agency policies.

3. BACKGROUND.

a. Gener al

(1) Innovations in conputer technol ogy now all ow t he
creation, processing and mai ntenance of docunents
in electronic form-- without requiring creation
of correspondi ng paper nedi a.

(2) Automated information processing is rapidly
becom ng the preferred node for managenent and
transfer of information in business and
governnment. Automation of admnistrative
procedures has denonstrated that:

(a) Information can be processed nore quickly;
(b) Costs of rekeying data are mtigated,
(c) Data accuracy is increased.

(3) Many forns and docunents used in EPA m ssion and
admnistrative activities require signatures of
the responsible officials. The uses of electronic
signatures may include, but are not |limted to:

(a) Certification of the transm ssion, receipt,
and aut hori zation of data;

(b) Authorization or approval of an official
action.

(c) Certification and validation of the accuracy
of Agency dat abases.
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Procedures for the use of electronic signatures in
creating and processing docunents nust provide
adequat e safeguards for the application,

transm ssion, verification, and security of a

si gnature and any acconpanyi ng data or

information. |If security profiles are nodified,
the system shoul d be equipped with an audit trai
capability to provide the User ID, tinme and date
of the [ast person who nade the nodifications.

Pursuant to Par. 4, AUTHORITIES, of this policy,
as such information mgrates into an electronic
environnent, it is essential to ensure that al

of ficial docunents are devel oped, processed, and
mai nt ai ned consi stent with applicable Federal and
Agency policies regarding electronic

recor dkeepi ng.

b. Exi sting Technol ogy Areas As Managenent Controls for
El ectroni c Signatures

The follow ng technol ogy areas used individually or in
concert as controls can provide effective electronic
si gnature systens:

(1)

(2)

Signature authentication allows users to verify
the approval authority of a transmssion. It is
usual Iy used in conbination with other
technologies to provide a conplete electronic
signature system Signature authentication

met hods i ncl ude:

(a) Personal identification nunbers (PINs)

(b) passwords

(c) facsimle signatures

(d) token card readers

(e) nessage authentication coding (MAC

(f) MAC incorporating encryption techniques, e.gqg.

t hrough the use of public or private keys.

Message aut hentication provides the ability to
confirmthat the nessage received is exactly the
sanme as the nessage that was sent. A nmmjor
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concern associated with electronic forns and
signatures is an unauthorized user's ability to
change an electronic formafter it has been

si gned.

(a) Message authentication systens use varying
procedures to cal cul ate a nessage
aut henti cation code (MAC) based on the
contents of the nessage. Sone of these
processes may involve cryptographic
techni ques. For exanple, nessage
aut hentication systens nmay use private key
encryption to calculate the MAC, requiring
that both the sender and receiver know the
key.

(b) If the nmessage changes, the MAC code
calculated on the receiver's side wll be
different fromthe attached MAC code
cal cul ated on the sender's side.

(c) Message authentication nmay provide two forns
of security. It:

(1) Verifies the information has not been
altered fromthe nonent the MAC was
generated to the tine it was checked.

(2) WMy also assure the receiver of the
sender's identity, e.g. through shared
know edge of the secret key used to
cal cul ate the MAC.

Data encryption systens conceal nessage neani ng by
changing intelligible nmessages into unintelligible
ones to everyone except the transmtter and
receiver. Data encryption:

(a) Can be used to safeguard signatures and
signature authentication codes from
di scl osure during transm ssi on and when data
files containing signatures are stored.
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(b) Requires the use of keys to encrypt and
decrypt data.

(c) Can use public key, private key, or secret
key encryption al gorithns.

(4) Access control systens are designed to limt
access to conputer systens, including operating
system files, and applications, including
application prograns and data files. Limting
access to systens and applications limts the
popul ati on of users that can actually append a
signature code to a nessage. Access contro
systens, at a m ninmum should provide user
identification, login control, access
aut hori zation, and auditing capabilities.

For a nore detailed discussion of the above
technol ogi es, please refer to the report entitled,
"Exi sting Technol ogy Sol utions for Electronic

Si gnatures."?

4. AUTHORI TI ES.

a. Internal Control Systens, OVB G rcular A-123, August
16, 1983

b. The Paperwork Reduction Act of 1980 (P.L. 96-511)
C. United States Code 31-USC- 1501

d. The Federal Managers Financial Integrity Act of 1982
(PL 97-225, approved 9/8/1992)

e. Federal Records Managenment, National Archives and
Records Adm nistration (NARA) 36 CFR 1220

f. Revi ew and Eval uati on, NARA 41 CFR 201-22

g. The Conputer Matching and Privacy Act of 1987,

1 EPA, ORMIMSD, April 1992.
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5- USC- 522a (as anended)

h. Managenent of Federal Information Resources, OVB
Circular A-130

i Conputer Security Act of 1987

] - Fl PSPUB46-1 -- Data Encryption Standard; Jan. 22, 1988

K. FI PSPUB140A -- General Security Requirenents for
Equi prrent Using the Data Encryption Standard; April 14,
1982

| . EPA 2100 Information Resources Managenent Policy
Manual 1987

m EPA Directive 2182: EPA System Desi gn and Devel opnment
Gui dance, Vol unes A&B, plus the suppl enent: Devel opnent
of I mage Processing Systens in the EPA;, 1989/ 1990

n. EPA Directive 2195: EPA Information Security Mnual;

5. PQLI CY.

EPA is commtted to support the inplenmentation of integrated
el ectroni c processing applications which expedite the
wor kl oad and reduce duplicative activities, consistent with
appl i cabl e Federal and agency policies regarding electronic
recordkeepi ng and security.

a.

For all EPA internal adm nistrative applications

i nvol ving the use of electronic approval, signature and
di stribution procedures, an electronic signature wll
be deened as legally binding as a paper signature,

provi ded each application is devel oped, inplenented,
and nonitored in accordance with this policy.

When a determ nation has been nade to fully automate a
paper - based systemthat enploys witten signatures, al
af fected Agency offices shall use electronic

si gnat ures.
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C. Any application involving the use of enterprise-w de
data processing, storage and conmuni cati ons systens
w Il be considered an Agency w de application and w ||
conformto the use of electronic signature solutions
promul gated by the National Data Processing Division
( NDPD) .

d. For applications not involving the use of enterprise-
w de data processing, storage, or conmunications
systens, no specific electronic signature technical
solutions are mandated as policy. However, al
el ectronic signature applications nmust provide for
signature and nessage authentication with the specific
aut henti cation techni ques appropriate for the |level of
financial and legal risk inherent in the application.
In addition, each solution nust conformto applicable
Federal Information Processing Standards (FIPS), as
well as all standards and procedures for the
mai nt enance of el ectronic records pronul gated by the
Nat i onal Archives and Records Adm nistration (NARA). A
list of commercially avail able security packages is
provided in the docunent entitled "Existing Technol ogy
Solutions for Electronic Signatures” (see Section 9).

e. When an el ectronic nmessage containing a signature is
signed, transmtted, and received, the follow ng
requi renments nust be net:

(1) Signature Authentication

(a) The electronic signature must establish
sender/user authenticity;

(b) It nust be possible to assure with a
reasonabl e degree of certainty that the
sender's signature has not been forged;

(c) Sufficient audit trails nmust be provided to
resol ve disputes, with a reasonabl e degree of
certainty, involving cases where an
i ndi vi dual di savows sendi ng a nessage.

(2) Message Authentication:
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(a) It nust be possible to assure, with a
reasonabl e degree of certainty, that a
docunent and its signature have not been
changed after it is signed.

El ectronic information and forns processing
applications involving the use of electronic signatures
must incorporate signature and nessage aut henticati on,
as above, and may incorporate the foll ow ng additional
consi der ati ons:

(1) The need for the signature on a docunent to be
obscured from di scl osure during transm ssion
(i.e., data encryption);

(2) The need for only a few individuals to have access
to signing, processing, or view ng capabilities
(i.e., access control).

Consi stent with the goal of enterprise-w de
conpatibility, only digital signature applications are
addressed by this policy. Analog, or facsimle
signatures are not necessarily electronic, nay be
forged, and will not be considered valid for

determ ning signature authenticity.

Any application involving the use of electronic
signatures on enterprise-w de data processing, storage
and comruni cations systens will be considered a
"sensitive systenf fromthe perspective of EPA s

I nformation Security Program

6. RESPONSI BI LI TI ES.

a.

The Assistant Adm nistrators, Associate Adm nistrators,
all Heads of Headquarters Staff O fices reporting to
the Adm nistrator, CGeneral Counsel, I|Inspector Ceneral,
and Regional Adm nistrators are responsible for:

(1) Reviewing all currently automated systens wi thin
their respective organizations to determ ne
applicability to this policy and establishing
procedures to ensure current and future systens
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conply with the requirenents of this policy.
Revi ews may be perforned by EPA staff or
contractor resources; they nust conpleted in a
tinmely manner, formally docunented, and results
submtted to O RM

For all relevant systens, conducting a risk

anal ysis and vulnerability assessnment every three
years to ensure the security of electronic records
systens, consistent with oversight responsibili-
ties specified in FVFI A obligations. Consult the
EPA Information Security Manual and Ri sk Anal ysis
Qui del i nes for assistance.

| dentifying a specific technical approach for al
requi red technol ogy areas that cost-effectively
addresses the risks of the application.

Determ ning the level of security required for any
proposed application of electronic signature and
devel opi ng, or nodifying, the System Security Pl an
to incorporate electronic signature issues.

Meeting EPA' s requirenents under the Federal
Managers' Financial Integrity Act so that controls
are in place, evaluated regularly, and practiced
to ensure that this policy is carried out in their
respective progranms, activities, and operations
usi ng el ectroni c signature.

b. The O fice of Information Resources Managenent (O RM
is responsible for:

(1)
(2)

(3)

(4)

Provi di ng training and awar eness about the policy;

Provi di ng gui dance and assi stance in inplenenting
this policy;

Ensuring that information security and Privacy Act
i ssues have been net;

Recei ving and respondi ng to wai ver requests;
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(5 Periodically reviewi ng electronic signature
applications to ensure that electronic records are
bei ng mai ntained in accordance with applicable
Federal and Agency policies and procedures.

(6) Re-evaluating/revalidating the policy within 5
years of approval

C. The Assistant Adm nistrator, Ofice of Adm nistration
and Resources Managenent (OARM), is responsible for
addressi ng any appeal s to wai ver decisions nmade by
O RM

d. The National Data Processing D vision (OARM RTP) is
responsi bl e for devel opi ng and mai ntai ni ng policies and
procedures for the acceptable use of specific
commercially avail able el ectronic signature hardware
conponents and software packages as requested by O RM
Funding will be required for product testing,
docunent ati on and policy devel opnent/i npl ement ati on.

e. The O fice of General Counsel is responsible for
advi si ng Agency staff on |egal issues pertaining to the
use of electronic signatures, including, but not
l[imted to:

(1) Admssibility of electronic signature information
incivil or crimnal litigation;

(2) Internal Agency disputes when signature audit
trails are questioned;

(3) Appeals for waiver decisions;

(4) Information |l aw issues pertaining to the Freedom
of Information Act, the Privacy Act, and
confidential business information.

f. Seni or Informati on Resources Managenent O ficials
(SIRM3s) are responsi ble for:
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(1) Assuring conpliance with this policy and its
procedures on distributed systens operated by
their staff menbers;

(2) Signing and submtting any waiver requests.

h. Owmers of electronic signature applications are
responsi ble for conpliance with the provisions of this
policy.

7. DEFI NI TI ONS.

Access Control - A nmethod of providing security designed to
[imt access to conputer systens and applications. Types of
access control include:

0] User ldentification Codes
o] Logi n Contr ol
o] Audi ti ng.

Auditing - The practice of recording specific security-

rel evant events. By recording these events,it is possible
to detect intrusion attenpts by unauthorized users, nonitor
undesirable activity at a site, or general auditing of

vari ous aspects of systens usage. For exanple, events that
shoul d be audited include:

Sel ected uses of files and hardware devices
Logi ns, |l ogouts, and break-in attenpts
Activities of specific users

Changes to passwords

Changes to security profiles.

©OO0OO0OO0Oo

Automated I nformation Processing - The el ectronic creation,
processi ng, and exchange of information without the creation
of correspondi ng paper nedi a.

Dat a Decryption - The process of converting ciphertext (an
encrypted nessage) into readable form

16-12



| RM PCLI CY MANUAL 2100 CHG 6
6- 1- 93

Data Encryption - A security nethod which conceal s nessage
meani ng by changing intelligible nmessages to unintelligible
ones. Encryption is the process in which plaintext nmessages
are converted into apparently random nonsense, called

ci phertext, using an encryption algorithmand a data
encryption "key".

Data Encryption Key - A bit string that controls a data
encryption algorithm The data encryption algorithmwl|
produce a different output depending on the specific key
used.

El ectronic Record - Any information that is recorded in a
formthat only a conputer can process and that satisfies the
definition of a Federal record in 44 USC 3301 (see "Records”
bel ow) .

El ectronic Reporting - The conputer-to-conputer exchange of
information in a standard format via either an electronic
(e.g., dial-up telecommunications |inks, dedicated conputer-
to-conputer links) or magnetic (e.g., diskettes, tapes)

medi um

El ectronic Signature - A data elenent, entered into a
conputer by an authorized person, that is used for noting
t he ownershi p, approval, acceptance, or certification of
anot her object (e.g., a docunent or nessage). Electronic
signatures provide the sane validation and authentication
capabilities as hand witten signatures.

Encryption Key Managenent - The generation, distribution,
entry, and destruction of encryption keys. Wile data
encryption algorithns are publicly known, depending on the
specific key used, a unique output will be produced.
Therefore, it is the encryption key that provides the
desired security. Two key managenent systens exist:

o] Private key managenent
o] Publ i c key managenent.

Form - For the purpose of this policy, any paper or
el ectroni c docunent with blanks for the insertion of data or
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information, circulated within EPA, that requires approval
involving signature certification (e.g., trave

aut hori zation, travel voucher, procurenent request/purchase
order, etc.).

I nternal Reporting - For the purpose of this policy, the
di stribution or exchange of information within the EPA and
bet ween EPA and any entities with which the Agency has a
contractual rel ationship.

Login Control - Specifies the conditions users and prograns
must neet for gaining access to a system For exanple, a
user usually requires a valid user ID and password before
access to a systemis provided. Additional nethods used to
control | ogin include:

o] Type of conputer login (e.g., local, dial-up, renote,
net wor k, bat ch)

0] Type of term nal or renpte conputer

o] Ti me of day/day of week.

Message Authentication - A nethod of detecting changes to a
message after it has been signed electronically. After
signing a nessage, the sender cal cul ates a Message

Aut hentication Code (MAC) based on the contents of the
message. This code is appended to the nessage and
transmtted. The nessage recipient perfornms the sanme

cal cul ations on the received nessage. |f the calculated MAC
and the received MAC are the sane, the nessage was not
altered after the nessage was signed.
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Message Aut hentication Code (MAC) - The code used by nessage
aut hentication systens to validate transmtted nessages.
This code is calculated by performng a series of

mat hemati cal cal cul ati ons on a signed nessage.

Private Key - A cryptographic key used with a public key
cryptographic algorithm uniquely associated with an entity,
and not nade public.

Public Key - A cryptographic key used with a public key
cryptographic algorithm uniquely associated with an entity,
and possi bly nmade public.

Public Key (Asymmetric) Cryptographic Algorithm- A
cryptographic algorithmthat uses two related keys, a public
key and a private key; at |east one of the two keys is the
cryptographic inverse of the other such that data encrypted
by the one key can be decrypted by the other; further, the
two keys have the property that given the public key it is
conputationally infeasible to derive the private key.

Records - (From 44 USC 3301) In records nmanagenent parl ance,
this termrefers to recorded informati on of continuing

adm nistrative, fiscal, legal, historical or informationa
val ue, including published materials, papers, maps,

phot ographs, mcrofilm audiovisual, machi ne-readabl e

materi als (ADP tapes/disks) or other docunentary material,
regardl ess of physical formor characteristics, nmade or
recei ved by the agency that evidences organizations, nade or
recei ved by the agency that evidences organi zati on,
functions, policies, decisions, procedures, operations or

ot her activities of the Governnent.

Ri sk Anal ysis - The process of nethodically and
conprehensively examning a systemto identify the areas
that pose a threat of failure to the system

Secret Key - A cryptographic key used with a secret key

cryptographic algorithm uniquely associated with one or
nore entities, and not made public.
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Secret Key (Symmetric) Cryptographic Algorithm- A
cryptographic algorithmthat uses a single, secret key for
both encryption and decryption.

Signature Authentication - A code, used to identify the
sender, appended to a nessage before transm ssion. This
code is validated by the nessage recipient. A variety of
user authentication techni ques exist, including:

o] Personal identification nunbers (PINs)
o] Passwor ds
o] Facsi m | e signatures.

User ldentification Codes (User ID) - A code used to
identify systemusers to applications, data, devices, or
services. |If an invalid user IDis used, then access to the
system or application is denied.

8. WAl VERS.

Requests for waivers from specified provisions of the policy
may be submitted to the Director of the Ofice of

| nf ormati on Resources Managenent. \iver requests nust be
signed by the relevant Senior IRMOficial prior to

subm ssion to the Director, ORM

a. Wai ver Procedures:

(1) Agency offices nust submt any waiver requests to
the Director, ORM

(2) The Director, ORMhas sole authority to grant a
wai ver. Decisions may be appealed to the
Assi stant Adm ni strator, QARM
9. GUI DELI NES.

a. Exi sting Technol oqy Sol utions for Electronic
Si gnat ures, EPA

b. El ectronic Fornms and Aut hentication Practices, General
Servi ces Adni ni stration.
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C. Federal Records Managenent, National Archives and
Records Adm nistration (NARA) 36 CFR 1220
d. LAN System Manager QGui dance, EPA
e. LAN Security Docunents, EPA
f. EPA Information Security Mnual.
g. EPA Information Security Manual for Personal Conputers.

h. EPA Ri sk Analysis Guidelines, ORM [Draft]

i Data Encryption Standard -- FIPS Publication 46-1,
National Institute of Standards and Technol ogy,
January, 1988

] - Public Key Cryptography, Special Publication 800-

2, National Institute of Standards and Technol ogy,
April, 1991

EFFECTI VE DATE

a. Al'l existing Agency systens utilizing electronic
signatures nust be reported to the Director, ORM
within 120 days of the effective date of this policy.

b. Exi sting systens al ready enploying el ectronic

signatures wll have 3 years fromthe effective date to
conply with the policy.
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